Template Use of computers Policy
This document forms a template for organisations to compose a policy on the misuse of computers by employees. The wording is largely standard but there is the opportunity for organisations to personalise the policy.
This document is divided into three columns

1. Heading: for each sub section of the policy

2. Explanation: why the section is there and what it should contain

3. Section content: contains the wording to be used in the policy which can be added to / adjusted according to the needs and practices within your organisation. 
Instructions: Once you have completed content in the third column (headed ‘Section Content’), you can delete this introduction and the middle column (writing is in blue) leaving you with your policy. Some organisations may prefer a different format (e.g. non tabular), in which case, the content can be cut and pasted as required. The final policy will usually be approximately 6 sides of A4 in length.

Name of organisation: 

	HEADING
	EXPLANATION
	SECTION CONTENT

	Aims of this Policy


	This section explains why the policy is important to your organisation and how it links with relevant legislation. The policy relates to ensuring that the organisation’s computer systems operate securely and effectively.

The repercussions for an employee of breaching /not complying with this policy should be made clear. The usual wording for staff will be ‘..will result in disciplinary proceedings’. Some organisations will go further and add ‘Breaches could constitute a metter of gross misconduct resulting in summary dismissal’ 
(However, ensure that you do have a disciplinary policy in place if referring to it in this section).

	This policy sets out the correct use of the organisation’s computers, and the internet and email systems.  It demonstrates how the organisation will comply with the Computers Misuse Act 1990 and how it will protect its systems and the data on them.  
Our computer systems are important to our operation and we therefore wish to clarify how they should be used. We also wish to protect our employees and volunteers from the possible consequences of misuse.

Non-compliance with this policy will result in (insert consequence) 


	Use of computers
	This section specifies what action the employees need to undertake in order to comply with the Computer Misuse Act 1990.
The organisation will have to decide and define how the computers can be used in a way that is reasonable and practical but also makes clear to employees what they cannot do. The most strict wording would be:

The organisation’s computers are for work use only.

Employers who wish to allow some degree of non work use can specify the parameters here and it is up to your organisation to decide what is acceptable to you e.g. some non work use of computers is allowed outside of working hours  OR
Some non work use of computers is allowed  with line manager permission  OR
Some reasonable personal use of computers is permitted outside of working hours.

This section also deals with exchange of data between computers which presents a security hazard. The most strict wording would be: there must be no exchange of data or programs between the organisation’s computers and employees’ own computer.
Other employers may wish to allow exchange of data but specify that e.g. data exchanged should be checked for viruses and state how.

	The organisation’s computers are for work use.
(Clarify position with regard to non work use of computers)
In order to protect work computers from risks of data exchange, (insert measures relating to exchange of data)
All employees are expected to adhere to the Computer Misuse Act 1990.  Employees are not allowed to gain or attempt to gain unauthorised access to any computer program or data held in a computer or undertake an unauthorised modification of a computer.


	Internet usage
	This section specifies what internet access is permitted.
The organisation will need to decide whether some social/ non work related internet usage is permitted. This must obviously match with the guidelines on use of computers above. 

It is important to make this clear from the outset as many organisations have issues further down the line where they have not clearly specified what is acceptable and not acceptable. 
The most straightforward rule is not to allow any non work use, in which case the following wording would be used:

Use of the internet is for business purposes only and any other use requires your line manager’s authorisation.  
Some employers may find this ban on private internet usage to be impractical or unnecessary in which case you will need to define what is acceptable e.g. use of internet for reasonable personal use is permitted outside of working hours.
Regardless of the size of the organisation, it should have measures in place to monitor internet usage to check compliance with this policy, and employees must therefore be advised that monitoring will take place. 
Monitoring of sites accessed can be carried out by IT support organisations and this is often done every quarter. They will typically produce a report of sites visited (even if the history has been deleted). It will be more difficult to monitor usage where there are no log on systems for the organisation (how will you tell who accessed which site?). If you do not have any IT support, random checks could be carried out but it will be possible for people to avoid detection by deleting history of sites visited.

	Use of the internet is (define permitted usage) 
To ensure compliance with this policy, the organisation monitors internet usage and access to sites can be identified.  Internet access must not be abused. 
Sending, receiving or viewing pornographic or other offensive material via any of the organisation’s computers will be regarded as gross misconduct.  



	Email usage
	This section specifies the guidelines for email usage from the work system and address. The organisation will need to decide whether some social/ non work related emails are permitted from the system. The most strict wording would be The use of email is for work purposes only. Personal emails should not be sent to or from the work address. Staff/ volunteers are to discourage others from using the work email address for non work purposes.
If it is not practical or desirable to prevent employees’ use of the system for non-business matters, the following wording could be used – If the organisation’s email system is used for non-business matters, this type of communication must be kept to a minimum and not during working hours.
It is important to make this clear from the outset as many organisations have issues further down the line where they have not clearly specified what is acceptable and not acceptable. 

Regardless of the size of the organisation, it should have measures in place to monitor email usage, and compliance with this policy, and employees must be advised of this monitoring. It is worth noting that during the monitoring process, if an email sent or received is obviously personal, the employer can note and raise the fact that it has been received, but should not open and read an obviously personal email. 
This section should also state in what form information of a confidential nature can be sent via email. The most common measure would be in a password protected attachment. Some organisations ring the potential recipient in advance to check that no-one else will be able to access it (e.g. through a generic email address).

	The use of email is for (insert acceptable use).
The organisation allows the use of email to aid communication and improve efficiency. Inappropriate and excessive use of the system is not allowed. 
When sending communications of a sensitive or confidential nature, the following measures must be taken: (insert measures). 
Employees should not use the email system to display, generate and/or pass on to others material which may be regarded as annoying or offensive by others, whether it was intended to be or not. 
The organisation monitors email for the purposes of ensuring this policy is adhered to.


	Incorrect use of internet and email 
	It is useful to have a section which clearly sets out what internet and email activity is unacceptable. Some suggestions are made below:
· Accessing or sending messages which may be considered pornographic, offensive or defamatory or may constitute bullying or harassment, e.g. on the grounds of age, sex, race, marital or civil partnership status, disability, pregnancy or maternity, gender reassignments, gender specific comments, religious or political beliefs or sexual orientation or which may cause offence to other employees.

· Disclosing confidential information about other employees, the organisation or its service users/clients.

· A personal email address must not be used for sharing work related information except in exceptional circumstances and with line manager authorisation.

· A personal email address must not be used for sharing work related confidential information except in exceptional circumstances and with line manager authorisation
· Altering personal passwords without authorisation is not permitted
Social Networking Sites

In the last few years, it has become necessary to include a specific clause on social networking.  In this section there is a general comment about not discussing work-related issues on social networking sites used at home (or at work), which is standard.  However, any organisation should also consider whether or not they will allow use of any social network sites while at work – even if non-work internet use is permitted.  The most strict statement would be:


	The following are regarded as incorrect use of the internet and email systems: (insert list)


	
	Social networking sites such as Facebook and Bebo must not be accessed for personal use whilst at work under any circumstance.  As work-related forums/network sites increase in popularity, you may want to counter this with – However, work-related forums are permitted for work use.
It is also necessary to clarify the position with regard to discussion of work issues on social network sites used outside of work.  This statement is typical: If you are using social networking sites outside of work you must not discuss work-related issues, give information about service users, suppliers or other.
	

	Monitoring of internet and email usage
	This section specifies that the organisation will monitor internet and email usage, and how this information could be used. It also specifies who a person should go to if they suspect breach of the policy (normally a line manager).
It is best practice for each employee to have an individual security password to access the internet and the organisation’s systems, rather than a group access code. This is so that internet usage or system’s misuse can be attributed to only one person.
It is worth noting that during the monitoring of emails, if an email sent or received is obviously personal, the employer can note and raise the fact that it has been received, but should not open and read an obviously personal email.


	No email sent or received through the organisation’s system is private. The organisation may randomly review messages that have been created, received or sent via email to ensure compliance with this policy, to promote productivity and efficiency, to ensure the smooth running of the organisation during absences or for security.
Any employee who reasonably suspects a breach of this policy should raise this with (insert title).


	Review of the policy
	This section states the review period for the policy. Reviewing simply means looking at the policy, checking it is still appropriate and making changes as necessary. Reviewing once a year is good practice but the policy should also be reviewed if there are changes in circumstances or technology.

	The policy should be reviewed (insert timescale) to ensure the effectiveness of the policy and reflect good practice in this rapidly changing area. 
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