Template Data Protection Policy, including Key Procedures (adapted for GEM Delivery Partners)
This document forms a template for organisations to compose a policy for Data Protection. The wording is largely standard but there is the opportunity for organisations to personalise the policy.
This document is divided into three columns

1. Heading: for each sub section of the policy

2. Explanation: why the section is there and what it should contain

3. Section content: contains the wording to be used in the policy which can be added to / adjusted according to the needs and practices within your organisation. 
Instructions: Once you have completed content in the third column (headed ‘Section Content’), you can delete this introduction and the middle column (writing is in blue) leaving you with your policy. Some organisations may prefer a different format (e.g. non tabular), in which case, the content can be cut and pasted as required. The final policy will usually be approximately 9 sides of A4 in length.
This template has been adapted for use by GEM (Going the Extra Mile) Delivery Partners. Specific references are highlighted.
Please note that this template will be adjusted during 2018 to reflect the General Data Protection Regulation requirements.
Name of organisation: 
	HEADING
	EXPLANATION
	SECTION CONTENT

	Aims of this Policy


	This section explains:

· why data protection is important to your organisation
· the legal basis for the policy

· general aim of this policy

· who in the organisation needs to comply with this policy and key procedures
The Data Protection Act applies to all organisations processing personal data.  Individuals who are processing data for personal, family or household affairs are exempt.

	(Name of organisation) needs to keep certain information on its (insert groups to be covered - employees, volunteers, service users and trustees) to carry out its day to day operations, to meet its objectives and to comply with legal obligations.

The organisation is committed to ensuring any personal data will be dealt with in line with the Data Protection Act 1998. To comply with the law, personal information will be collected and used fairly, stored safely and not disclosed to any other person unlawfully.  

The aim of this policy is to ensure that everyone handling personal data is fully aware of the requirements and acts in accordance with data protection procedures. This document also highlights key data protection procedures within the organisation.
This policy covers (insert types of people as appropriate – employed staff, trustees, volunteers)

	Definitions

	This section sets out the key requirements of the Data Protection Act 
It includes a definition of ‘processing’ to help people to understand how widely the Act reaches (although definitions are so wide that it is hard to imagine anything that does not amount to ‘processing’).

The DPA covers manual data as well as electronic if it is: 

· A set of information relating to individuals which is not processed on a computer

· A set of information held in a ‘relevant filing system’ 

· A filing system with a structuring/ indexing mechanism that gives easy access to personal information 

This could include information held on computers, fax machines, microfiche, paper in filing cabinets, on desks, paper in archives, index cards etc.

It is useful to also refer in the policy to The Personal Data Guardianship Code in order to raise awareness. This Code has 5 key principles of good data governance which are listed in the right hand column.
Those involved in the GEM Project may prefer to match their wording with that in Lottery guidance to delivering EU funding:

The Data Protection Act 1998 regulates the processing of personal data to protect the rights of the individuals whose data is held. Here are some principles from the Act that you should be aware of: 

1. Be clear from the outset about why you are collecting personal data and what you intend to do with it. 

2. Be transparent about how you intend to use the data and give individuals appropriate notice. 

3. Handle people’s personal data only in ways they would reasonably expect and do not permit data processing that may cause unjustified adverse effects on the individuals concerned. 

4. Make sure you do not do anything unlawful with the data and do not keep information for any longer than necessary. 

5. Take reasonable steps to ensure the accuracy of any personal data you obtain and make sure your methods are robust and relevant. 

6. Be aware of the participant’s rights to: access a copy of their personal data; prevent processing for direct marketing; have incorrect data rectified, blocked, erased or destroyed; obtain compensation for damages caused by breaches of the Act. 

7. Keep data secure against unlawful or unauthorised processing or accidental loss. 

	In line with the Data Protection Act 1998 principles, (name of the organisation) will ensure that personal data will:

· Be obtained fairly and lawfully and shall not be processed unless certain conditions are met

· Be obtained for a specific and lawful purpose

· Be adequate, relevant but not excessive

· Be accurate and kept up to date

· Not be held longer than necessary

· Be processed in accordance with the rights of data subjects

· Be subject to appropriate security measures

· Not to be transferred outside the European Economic Area (EEA)
The definition of ‘Processing’ is obtaining, using, holding, amending, disclosing, destroying and deleting personal data. This includes some paper based personal data as well as that kept on computer.
The Personal Data Guardianship Code suggests five key principles of good data governance on which best practice is based. The organisation will seek to abide by this code in relation to all the personal data it processes, i.e. 
· Accountability: those handling personal data follow publicised data principles to help gain public trust and safeguard personal data. 

· Visibility: Data subjects should have access to the information about themselves that an organisation holds. This includes the right to have incorrect personal data corrected and to know who has had access to this data. 

· Consent: The collection and use of personal data must be fair and lawful and in accordance with the DPA’s eight data protection principles. Personal data should only be used for the purposes agreed by the data subject. If personal data is to be shared with a third party or used for another purpose, the data subject’s consent should be explicitly obtained.

· Access: Everyone should have the right to know the roles and groups of people within an organisation who have access to their personal data and who has used this data. 

· Stewardship: Those collecting personal data have a duty of care to protect this data throughout the data life span.

	Type of information processed
	This is an optional section but it is useful to think about and specify the types of information gathered, processed and retained by the organisation which comes under the Data Protection Act. It is also useful to consider who will process this information in the organisation.

Examples may include:

· Information on applicants for posts, including references

· Employee information – contact details, bank account number, payroll information, supervision and appraisal notes. 

· Members – contact details

· Users – contact details (in many voluntary organisations, detailed case notes may be held)

It is also useful to specify the forms in which you keep personal information. In most cases this will be in paper based and computer based systems.
Particular consideration must be given to how sensitive personal information is kept within the organisation. i.e. information about ethnic origin, political opinions, religious beliefs, membership of a trade union, physical or mental health, criminal convictions.

	(Insert name of organisation) processes the following personal information: (insert details of groups and type of information held) 

Personal information is kept in the following forms: (insert forms of information)
Groups of people within the organisation who will process personal information are: (insert list of groups- employed staff, trustees and other volunteers- only those who will process personal information)


	Notification to the Information Commissioner
	This section is optional as it will set out how the organisation will comply with the legal requirement to ‘notify’ the Information Commissioner that personal data is being processed (cost = around £35 annually). It is an optional section as some voluntary organisations are exempt from notifying (usually very small clubs only keeping data on members) in which case this section can be omitted.
It will also give details of how quickly you will notify the Commissioner of any interim changes and the guidelines are that this should be done within 28 days.
To find out if you need to notify the Information Commissioner,  contact the helpline on 01625 545740 or look at the website https://ico.org.uk/for-organisations/

	(Optional section to be included if relevant

The needs we have for processing personal data are recorded on the public register maintained by the Information Commissioner.  We notify and renew our notification on an annual basis as the law requires.  
If there are any interim changes, these will be notified to the Information Commissioner within 28 days.
The name of the Data Controller within our organisation as specified in our notification to the Information Commissioner  is (insert name)


	Responsibilities

	This section states the specific responsibilities for ensuring that the policy is followed. In voluntary organisations, the responsibilities are generally as follows:

· Overall responsibility rests with the governing body (Board of Trustees/ Management Committee)

· This governing body delegates specific tasks to specified personnel- usually the Data Controller (if required- see section on notification above).

· All staff/ trustees/ volunteers have responsibilities to abide by the policy.

If there is a need for a Data Controller in your organisation (see section about notification above), this section will also set out their responsibilities in relation to notification.
As there are legal proceedings that can be brought against the organisation for a breach of the Data Protection Act, then it is useful to spell out here what happens if personnel fail to follow the policy. The usual wording would be ‘.. will result in disciplinary proceedings.’ (It is worthwhile thinking what might happen in the case of trustees and other volunteers as well as any employed staff). 

	Under the Data Protection Guardianship Code, overall responsibility for personal data in a voluntary organisation rests with the governing body. In the case of (insert name of organisation), this is the (insert title of governing body).
(Adapt as appropriate- dependent on whether the organisation completes notification to the Information Officer) The governing body delegates tasks to the Data Controller. The Data Controller is responsible for:
· understanding and communicating  obligations under the Act

· identifying potential problem areas or risks

· producing clear and effective procedures

· notifying and annually renewing notification to the Information Commissioner, plus notifying of any relevant interim changes
All (insert groups as appropriate- employed staff, trustees and volunteers) who process personal information must ensure they not only understand but also act in line with this policy and the data protection principles. 
Breach of this policy will result in (insert explanation- for employed staff, trustees, volunteers as relevant)


	Policy Implement-ation


	This section sets out, in general terms, how the organisation will meet its responsibilities under the policy. It should give specific guidance to anyone dealing with personal data. 
If a particular project (eg GEM Project) is a major element of funding, delivery organisations may wish to adapt the wording to match that contained in the Lottery guidance on delivering European Funding

	To meet our responsibilities (staff, volunteers and trustees – adjust/ delete as appropriate) will:
· Ensure any personal data is collected in a fair and lawful way;

· Explain why it is needed at the start;

· Ensure that only the minimum amount of information needed is collected and used;

· Ensure the information used is up to date and accurate;

· Review the length of time information is held;

· Ensure it is kept safely;

· Ensure the rights people have in relation to their personal data can be exercised 

We will ensure that:

· Everyone managing and handling personal information is trained to do so. 
· Anyone wanting to make enquiries about handling personal information, whether a member of staff, volunteer or service user, knows what to do; 
· Any disclosure of personal data will be in line with our procedures.

· Queries about handling personal information will be dealt with swiftly and politely.

	Training

	The DPA requires that people handling personal data are suitably trained. It is a good idea to specify how the training will be provided at the following stages:
On induction: 
· List the documents provided on induction such as this policy and any other guidelines. 
· Do recipients sign for information received as proof of receipt, understanding and commitment? 
· What other information would you provide e.g. re not disclosing passwords, keeping files locked and location of keys private
Awareness raising: 
· This includes providing reminders to staff/ trustees and other volunteers – what would be provided and when? Examples might be annual or biannual reminders about the policy in a team meeting or supervision meeting.

	Training and awareness raising about the Data Protection Act and how it is followed in this organisation will take the following forms: 
On induction: (insert information provided and other training)
General training/ awareness raising: (insert information provided and other training)

	Gathering and checking information
	In this section, you will state what measures you take to make sure that, before you ask people for information, you have considered

· What details are necessary for your purposes
· How long you are likely to need this information

You will also need to explain how you inform people, before they give you information, about: 

· why the information is being gathered

· what the information will be used for 

· who will have access to their information (including third parties)
(in most cases, this is simply stated on the form that they complete)
Finally, you will need to explain what measures you will take to make sure that the information held is accurate (which is an obligation under the Act). Many organisations use the good practice technique of sending out reminders to people asking them to check their details. However, please note that if they do not respond, you will have to decide whether or not to keep their details- this will involve judging whether they will lose out more by not receiving the information. 
There are specific requirements for personal sensitive information.  Consent must be sought each time it is to be used. This is information about ethnic origin, political opinions, religious beliefs, membership of a trade union, physical or mental health, criminal convictions etc. The information will have been captured for a specific purpose- e.g. to explain absence. If you then wanted to use the information for another purpose, even a related purpose, this will require specific consent.

 
	Before personal information is collected, we will consider: (insert what will be considered)
We will inform people whose information is gathered about the following: (insert information to be provided) 

We will take the following measures to ensure that personal information kept is accurate: (insert measures taken)

Personal sensitive information will not be used apart from the exact purpose for which permission was given.

	Retention periods
	It is helpful to set out in your policy the retention periods for key documents and some suggestions re retention periods are made below:
· Personnel files -6 years after employment/volunteering ceases, (slimmed down format after 2 years)
· Application forms and interview notes (unsuccessful candidates)- 1 year
· Letters of reference - 6 years from the end of employment

· Redundancy details -6 years from the date of redundancy

· Parental leave - 5 years from birth/adoption or 18 if child receives a disability allowance

· Accident books, accident records/reports - 3 years

· Assessments under health & safety regulations-  Permanently

· Income tax, NI returns, income tax records and correspondence with IR -  At least 3 years after the end of the financial year to which they relate

· Statutory maternity pay records and calculations -  At least 3 years after the end of the financial year to which they relate

· Statutory sick pay records and calculations -  At least 3 years after the end of the financial year to which they relate

· Wages and salary records - 6 years

· Employee joining/new starter form - 6 years after employment ceases

· Project information on service users -  Data relating to programmes will be retained for as long as is necessary to provide an audit trail for funders, as set out in contractual agreements. For European Funded projects this can be up to 13 years.

You may wish to refer to specific projects but do ensure that you keep this section up to date- eg those involved in the GEM Project will require secure storage of records, with access limited to trained and relevant individuals, until December 2026.


	(Name of organisation) will ensure that information is kept according to the following retention periods guidelines
(insert notes on retention periods)

Specific project retention periods (insert list and end dates below)

	Partnership working
	An optional section which may be helpful if you wish to draw attention to any information sharing agreements or partnership agreements you have with other organisations. Use this section to highlight any agreements you have with partners regarding information sharing. Make sure you keep this section up to date. 
Eg for the GEM (Going the Extra Mile) EU and Lottery funded Project (name of organisation), as a delivery organisation, has signed an Information Sharing Agreement with the lead organisation- Gloucestershire County Council, which specifies 

· Use of standard GEM data collection sheets

· Transfer of information using the secure Egress systems

· Documentation kept and made available as originals or certified true copies

· Use of computer systems meeting accepted security standards where documents exist in electronic form only

· Secure storage of records, with access limited to named, trained individuals,  until December 2026
Sections in the Information Sharing Agreement clarify:

Individual users’ rights

· Consent

· Staff and others with access to information

· Data Protection Act notification

· Subject access requests

· Freedom of Information

· Records Management

· Information security

· Dealing with concerns and complaints
Freedom of Information Act

If you are a delivery partner for an organisation which is subject to the Freedom of Information Act  2000, eg a local authority, they may request information from your organisation in order to answer a FOI request made to them. You may wish to establish a process for requests to be received, considered and responded to.  An example is provided below:
1. Procedure for assisting the authority in responding to Freedom of Information requests

Statutory authorities and other public bodies are required to respond to requests under the Freedom of Information (FOI) Act 2000. In some cases (name of organisation) may hold relevant information and be approached by the statutory authority for information. (Name of organisation) will require full details from the statutory authority about the nature of the request and the information required, in order to make a decision about whether or not (name of organisation) is willing to provide the information. Requests should be made by the statutory authority to the appropriate (name of organisation) lead within (insert number) days of receiving the request from the member of the public. This will provide (name of organisation) with time to consider the request and to locate the relevant information as appropriate. Decisons about whether or not to disclose will be made within (insert number eg 3) working days and the relevant information passed on (if appropriate) within (insert number eg 10)  working days of the request being made to GRCC. 


	(name of organisation) delivers projects in partnership with a number of organisations. Partnership agreements contain reference to information sharing protocols and requirements. 

The following areas of (name of organisation’s) work are covered by Information Sharing Agreements and any personnel involved in delivery of those projects will be made aware of the contents of the agreement.

(insert list of projects and, if wished, the name of the member of staff listed in any agreement as the designated person with overall responsibility for personal information within the organisation. )


	Data Security

	This section explains how the organisation will ensure the security of the personal data held. Unauthorised disclosures can lead to criminal prosecutions so it is important to set out here how data should be protected e.g. state how personal information is protected from unauthorised people viewing it and from loss (including computer documents, emails and paper copies). 
Physical security includes things like the quality of doors and locks, and whether premises are protected by alarms, security lighting or CCTV. However, it also includes how you control access to premises, supervise visitors, dispose of paper waste, and keep portable equipment secure. Computer security is constantly evolving, and is a complex technical area. Depending on how sophisticated your systems are and the technical expertise of your staff, you may need specialist information-security advice. However, you should also be aware that many security incidents relate to the theft or loss of equipment, or to old computers or hard-copy records being abandoned. 

Under the Data Protection Act you are responsible for ensuring that any personal data that is held or used by a third party on your behalf is secured appropriately – this would apply, for example, to a web-based storage or communication system. 

Examples of security measures might include:

· Using lockable cupboards (restricted access to keys)

· Password protection on personal information files

· Setting up computer systems to allow restricted access to certain areas
· Not allowing personal data to be taken off site (as hard copy, on laptop or on memory stick)
· If personal data can be taken off site, in which forms (paper, memory stick, laptop) and what instruction do you give to people about keeping it safe?

· Back up of data on computers (onto a server/the cloud off site)

· Password protected attachments for sensitive personal information sent by email
· Use of a specific system- eg for GEM Project the Egress system as the only method of transferring data on participants 
It may be useful here to show what might happen to anyone who makes an unauthorised disclosure of personal data to a third party. For staff, in most organisations the wording would be ‘..result in disciplinary proceedings’.
If trustees and/ or other volunteers process personal data, the organisation needs to decide what action will be taken. Suggestions for wording are:

The Board and trustees are accountable for compliance of this policy. A trustee could be personally liable for any penalty arising from a breach that they have made. 

Any unauthorised disclosure made by a volunteer may result in the termination of the volunteering agreement.

	The organisation will take steps to ensure that personal data is kept secure at all times against unauthorised or unlawful loss or disclosure. The following measures will be taken: (insert a list of measures taken)
Any unauthorised disclosure of personal data to a third party by an employee may result in (insert consequence).
Any unauthorised disclosure of personal data to a third party by a volunteer or trustee may result in (insert consequence).


	Procedure in case of a breach
	You may wish to acknowledge responsibility to notify other organisations in the case of a breach, eg lead partners in project delivery, funders. However ensure that the information in this section is subsequently kept up to date. 
Wording might be:

In addition to notifying the Information Commissioner (name of organisation) will also inform the following partners, as relevant, should any breach of data occur eg GEM Project -  accountable body Gloucestershire County Council, via the GEM Project Management Team.

	When a breach of data protection occurs, consideration will be given to reviewing practices. In addition (name of organisation) will consider whether the breach should be reported to the Information Commissioner and/or to any partners with which we hold Information Sharing or Partnership Agreements.

	Subject Access Requests

	This section shows how those who have personal data being processed by the organisation can request access. This is a right under the DPA and so it is important that the policy spells this out quite clearly.

The process for requesting access is also set out in the Act so it is important to reflect this in the policy too.

The areas which you may want to clarify are 

Information that will be required by the organisation before access is granted. The type of information will typically include:

· Full name and contact details of the person making the request

· their relationship with the organisation (former/ current member of staff, trustee or other volunteer, service user
· Any other relevant information- e.g. timescales involved

· Type of identification required before releasing any information (e.g. passport, birth certificate etc)


	Anyone whose personal information we process has the right to know:

· What information we hold and process on them

· How to gain access to this information
· How to keep it up to date

· What we are doing to comply with the Act.

They also have the right to prevent processing of their personal data in some circumstances and the right to correct, rectify, block or erase information regarded as wrong.
Individuals have a right under the Act to access certain personal data being kept about them on computer and certain files.  Any person wishing to exercise this right should apply in writing to (insert name of person within the organisation or title and contact details).  
(Optional) We may make a charge of £10 on each occasion access is requested. 
The following information will be required before access is granted: (insert list of information required)
We may also require proof of identity before access is granted. The following forms of ID will be required: (insert list)
Queries about handling personal information will be dealt with swiftly and politely.
We will aim to comply with requests for access to personal information as soon as possible, but will ensure it is provided within the 40 days required by the Act from receiving the written request (and relevant fee).  



	Review

	This section highlights the need for a review of the policy in line with any changes in the law. To review is simply to read the policy, check that it is still relevant and that it complies with the law. Organisations will review a policy every 1 to 2 years, or occasionally every 3 years. You may have to update name changes (e.g. if the Data Controller changes) in the interim. 
The EU Data Protection Directive is being phased in over the period 2016-2018.  As the requirements become clear the organisation will update its policy and procedures to comply.
	This policy will be reviewed at intervals of (insert number of years) to ensure it remains up to date and compliant with the law. 



	Declaration
	It is a good idea to get people to confirm that they have read and understood the policy and will abide by it. 
Some organisations may wish to add a sentence to stress the need for confidentiality.

This might read:

I understand that my work will bring me in contact with confidential information and I will maintain confidentiality, discussing only with relevant personnel. I note the need to report safeguarding issues through the (name of organisation) Safeguarding Policy.
	I confirm I have read and understood (insert name of organisation)’s Data Protection Policy and will act in accordance with it.

I am connected with this organisation in my capacity as a 

· Member of staff

· Volunteer

· Trustee/ management committee member
Signature:
Print name:
Date:
Please return this form to (insert name and contact details of the person in the organisation)
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This template was originally developed by the GRCC Performance Improvement For All Project (PIFA),

funded by the National Lottery through the Big Lottery Fund
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